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The usual disclaimers…..

• This is not legal advice

• If my advice or techniques conflict 
with your employer or lawyer, stick 
with your employer or lawyer
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So what’s new?

• Enforcement has been slow to develop, so 
we do not have as much guidance as we 
had hoped

• Good news – very restricted right of 
private action – left to the government

• Office of Civil Rights  has been criticized, 
so expect more enforcement activity soon
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Your culture of security

• engrain security into everything; planning, 
orientation, training, supervision

• share the reasons with your staff (assume 
they understand? never assume)

• fight the urge to be casual, fight the urge 
to be too busy for security
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The Big Three 

• administrative

• physical

• technical
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Like we needed this problem?
• George Clooney

• Farah Fawcett

• Maria Shriver

• Governor Granholm of Michigan

• and the sweetheart of the paparazzi..

Britney Spears

888-580-8373 | www.hcca-info.org 8

HIPAA Security for the Un-Geek!

All have two things in common

• celebrity

• massive HIPAA security and/or  
privacy violations

causing

• bad publicity for the provider
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How were the employees caught?

Probably….

someone took the time to look at the audit 
trail in the logs of the EMR system

it is there, you should use it
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Identity Theft

• one of our fastest growing crimes

• health facilities are a treasure trove of data

• criminals are incredibly creative

• compounds HIPAA security problems 

• vigilance must be constant
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Some really nasty people…

• medical facilities are prime targets for 
identity thieves – a treasure trove of 
information in one spot (digital and hard 
copy)

• social engineering (phone) and phishing
(e-mail) are major threats to data security
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• telephone calls and e-mails may be your 
most vulnerable point, the fax is a potential 
problem

• how do we verify communications are 
really from family members or POAs?

• how do we verify communications are 
really from insurers or government 
agencies?
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What about Wireless?

• opinions on the security of wireless 
networks are mixed.

• sniffer programs are out there…...

• is hard-wired better? ask your geek.

• set policy on wireless use during travel.
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Your best friend….
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And about emails…..

• Would a phone call or letter be better?

• Company email is for company business

• Clarify your usage plan

– usage with patients and families

• clinical?

• appointments?

• business?

• RX refills?
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• codify your usage plan

– who

– what

– when

– how much

– responsibility

– monitoring for compliance

– training and discipline 
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• codify communication with other providers

– who

– what

– when

– how much

– responsibility

– monitoring for compliance

– training and discipline 
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• Worries - potential sources of breaches

– prohibit forwarding “stuff”
• jokes, prayers, politics, patriotism, porn and whatever

– set rules on checking personal email at 
Yahoo, Gmail, Hotmail, etc.;  allowed or not?

– prohibit opening attachments and prohibit 
downloads unless work related

– PROHIBIT company business on non-
company email accounts!!!!!!!!

– monitor for compliance
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• text messages - bad, evil, dangerous and 
everybody is doing it
– prohibit on “official” devices?

– prohibit on “unofficial” devices - yes!

– if allowed, limit content 

– prohibit texting with patients

– monitoring for compliance very difficult

– the young generation EXPECTS texting
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LAPTOPS are…...
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Evil!
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So where have laptops been lost?

• A major hospital in Detroit  (26000 case files), a hospital in New 
York

• the Internal Revenue Service (500 laptops in 4 years)

• the Veterans Administration (millions of files), recovered

• a college, insurance companies, federal government security 
personnel, accountants, etc. 

• and according to COMPUTERWORLD Magazine

Survey: 81% of U.S. firms lost laptops with sensiti ve data in the 
past year (2006)

Companies are struggling to protect hardware, data
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The most important thoughts today…….

Prohibit mass data dumps 
into laptops or other 

devices

Limit usage of portables
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The latest defense mechanism

laptop finders

Programs that will signal you when your 
stolen laptop hits the Internet.

Some can be bought, some are free.

Check with you geek for your best option.
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Passwords

enforce policies on strength and revision

strength:

jello - weak

jellocat - better

jellocat01 - stronger

X527ZA5482 - much stronger, but who can remember?

those who cannot remember write it down…...
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Passwords should be revised at least 
quarterly, better monthly

(some systems facilitate this)

Strength should be specified

Passwords should not be shared

“password” is a lousy password

sticky notes are evil
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More technical protections

network lockdown

system management controls and logs

firewall

virus protection, spyware and ad ware

software audit

set user rights for each log-in
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audit trial review

hardware census - where is our stuff?

block games

conduct software license audit

love and cherish your geek, and monitor 
his/her work
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A new threat ……...social networking

The Times of London
August 18, 2008

“This is me on Facebook…..

helping with brain surgery”
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• Cont…

A surgery nurse in Sweden used her cell 
phone camera to take pictures during 
surgery, then……...

she posted them on her Facebook account 
for her friends to see.

This can happen to you!
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Security Nightmares - Portable devices

• my phone has as much storage as my first PC, 
and I can add more --- the speed is much 
greater

• phones, Palm Pilots, PDAs, digital cameras, pen 
drives, CDs/DVDs, scanners are all threats

• cell phone and PDA cameras are scary

• as storage and speed grow, the threats grow 
and grow and grow
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Protecting the organization

• prohibit “unofficial” devices (and that applies to 
physicians and executives)

• prohibit mass data dumps into laptops or other 
devices

• require prompt reporting of losses and intrusions
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Paper can get lost too…..

• physicians taking charts for dictation is a 
problem

• satellite offices create chart tracking problems

• archive files tend to become nuisances 
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Disaster planning

• what would four feet of water do to your 
operation?

• what would a major fire do to  your operation?

• are your backups tapes in a danger zone?

• are your backups tapes subject to theft?

• (an Ohio agency had a college intern take home the 
backup tapes, he stopped for a beer, and the tapes were 
stolen from his auto - oops)
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Tips

• backup the backup

• have some hardware offsite, at least a few 
machines (one advantage of laptops)

• discuss disaster planning with your 
vendors,what are the response times?

• some paper backups can be valuable - run 
reports on a regular schedule and then secure

• paper records are incredibly fragile
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Disasters come in many flavors you might 
not expect

• lightning

• sewer backups

• sprinkler discharges

• electrical fires

• hurricanes , tornadoes,earthquakes

• fires from adjacent offices 
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Have you gone digital for archives? 

Will you go digital for archives?

• technology is improving

• storage is ridiculously cheap

– super servers, super hard drives, data silos

• floor space is valuable

• backups are easier with digital
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The Big Three 

• administrative

• physical

• technical
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Thank you!


